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Preface

Preface

Welcome to the Trend Micro™ ScanMail™ for Microsoft™ Exchange Installation
and Upgrade Guide. This book contains basic information about the tasks
you need to perform to deploy ScanMail to protect your Exchange servers. It
is intended for novice and advanced users of ScanMail who want to manage
ScanMail.

This preface discusses the following topics:
ScanMail Documentation on page vi

Audience on page vi

Document Conventions on page vii
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ScanMail Documentation

The product documentation consists of the following:

«  Online Help: Web-based documentation that is accessible from the
product console

The Online Help contains explanations about ScanMail features.

«  Installation and Upgrade Guide: PDF documentation that discusses
requirements and procedures for installing and upgrading the product

- Administrator’s Guide: PDF documentation that discusses getting
started information and product management

+  Readme File: Contains late-breaking product information that might not
be found in the other documentation. Topics include a description of
features, installation tips, known issues, and product release history.

- Knowledge Base: Contains the latest information about all Trend Micro
products. Other inquiries that were already answered area also posted
and a dynamic list of the most frequently asked question is also
displayed.

http://esupport.trendmicro.com

ﬁ Note

Trend Micro recommends checking the corresponding link from the Update

Center (http://docs.trendmicro.com/en-us/enterprise/scanmail-for-microsoft-
exchange.aspx) for updates to the documentation.

Audience

The ScanMail documentation assumes a basic knowledge of security
systems, including:

- Antivirus and content security protection



http://esupport.trendmicro.com
http://docs.trendmicro.com/en-us/enterprise/scanmail-for-microsoft-exchange.aspx
http://docs.trendmicro.com/en-us/enterprise/scanmail-for-microsoft-exchange.aspx
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+  Spam protection

« Network concepts (such as IP address, netmask, topology, LAN settings)
+  Various network topologies

+  Microsoft Exchange Server administration

+  Microsoft Exchange Server 2016, 2013 and 2010 server role
configurations

+  Various message formats

Document Conventions

The documentation uses the following conventions.

TABLE 1. Document Conventions

CONVENTION DESCRIPTION

UPPER CASE Acronyms, abbreviations, and names of certain commands
and keys on the keyboard

Bold Menus and menu commands, command buttons, tabs, and
options

Italics References to other documents

Monospace Sample command lines, program code, web URLs, file names,

and program output

Navigation > Path The navigation path to reach a particular screen

For example, File > Save means, click File and then click
Save on the interface

Configuration notes

ﬁ’ Note
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CONVENTION

DESCRIPTION

Q Tip

Recommendations or suggestions

O Important
v

Information regarding required or default configuration
settings and product limitations

ﬁ WARNING!

Critical actions and configuration options
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Chapter1

Planning ScanMail Installation and
Upgrade

Install ScanMail locally or remotely to one or more servers using one easy-to-
use Setup program.

Topics in this chapter:
System Requirements on page 1-2
Conducting a Pilot Installation on page 1-7
Deployment Strategy on page 1-9
Preparing to Install on page 1-14
Pre-installation Checklist on page 1-22
About Fresh Installations on page 1-23
About Upgrading to ScanMail 12.5 on page 1-24

About Cluster Installations on page 1-25
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System Requirements

The following lists the system requirements for running Trend Micro™
ScanMail™ for Microsoft™ Exchange .

ScanMail with Exchange Server 2016

The following table lists the system requirements for running ScanMail with
Exchange Server 2016.

TABLE 1-1. System Requirements for Installation with Exchange Server 2016

RESOURCE REQUIREMENTS

Processor - x64 architecture-based processor that supports Intel™ 64
architecture (formally known as Intel EM64T)

x64 architecture-based computer with AMD™ 64-bit
processor that supports AMD64 platform

Memory 1GB RAM exclusively for ScanMail
(2GB RAM recommended)

Disk space 5GB free disk space
Operating System +  Microsoft™ Windows Server™ 2016 Standard or Datacenter
(64-bit)

Microsoft™ Windows Server™ 2012 R2 Standard or
Datacenter (64-bit)

Important

You must also install Windows Server 2012 R2 Update
(KB2919355 and KB2919442) with Microsoft™
Windows Server™ 2012 R2.

Microsoft™ Windows Server™ 2012 Standard or Datacenter
(64-bit)

Mail Server Microsoft Exchange Server 2016 or above
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RESOURCE REQUIREMENTS

Web Server . Microsoft Internet Information Services (11S) 10.0
Microsoft Internet Information Services (IIS) 8.5

Microsoft Internet Information Services (IIS) 8.0

Browser +  Microsoft™ Internet Explorer™ 7.0 or above

Mozilla Firefox™ 3.0 or above

MSXML 4.0 Service Pack 2 or above

NET framework 4.50r4.6

ScanMail with Exchange Server 2013

The following table lists the system requirements for running ScanMail with
Exchange Server 2013.

TABLE 1-2. System Requirements for Installation with Exchange Server 2013

RESOURCE REQUIREMENTS

Processor +  X64 architecture-based processor that supports Intel™ 64
architecture (formally known as Intel EM64T)

x64 architecture-based computer with AMD™ 64-bit
processor that supports AMD64 platform

Memory 1GB RAM exclusively for ScanMail

(2GB RAM recommended)

Disk space 5GB free disk space
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RESOURCE REQUIREMENTS

Operating System +  Microsoft™ Windows Server™ 2012 R2 Standard or
Datacenter (64-bit)

Important

"7 you must also install Windows Server 2012 R2 Update

(KB2919355 and KB2919442) with Microsoft™
Windows Server™ 2012 R2.

. Microsoft™ Windows Server™ 2012 Standard or Datacenter
(64-bit)

. Microsoft™ Windows Server™ 2008 R2 Standard with Service
Pack 1 or above (64-bit)

+ Microsoft™ Windows Server™ 2008 R2 Enterprise with
Service Pack 1 or above (64-bit)

. Microsoft™ Windows Server™ 2008 R2 Datacenter RTM with
Service Pack 1 or above (64-bit)

Note
Microsoft Windows Server 2008 R2 is not supported.

Mail Server Microsoft Exchange Server 2013 SP1 or above

Web Server . Microsoft Internet Information Services (IIS) 8.5
. Microsoft Internet Information Services (1IS) 8.0

. Microsoft Internet Information Services (IIS) 7.5

Browser . Microsoft™ Internet Explorer™ 7.0 or above

. Mozilla Firefox™ 3.0 or above

MSXML 4.0 Service Pack 2 or above

.NET framework 4.50r4.6
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ScanMail with Exchange Server 2010

The following table lists the system requirements for running ScanMail with
Exchange Server 2010.

TABLE 1-3. System Requirements for Installation with Exchange Server 2010

RESOURCE REQUIREMENTS

Processor +  x64 architecture-based processor that supports Intel™ 64
architecture (formally known as Intel EM64T)

x64 architecture-based computer with AMD™ 64-bit
processor that supports AMD64 platform

Memory 1GB RAM exclusively for ScanMail
(2GB RAM recommended)

Disk space 5GB free disk space
Operating System +  Microsoft™ Windows Server™ 2012 Standard or Datacenter
(64-bit)

Microsoft™ Windows Server™ 2008 R2 with Service Pack 1 or
above (64-bit)

Note
Microsoft Windows Server 2008 R2 is not supported.

Microsoft Small Business Server (SBS) 2011

ﬁ Note

Microsoft Small Business Server (SBS) 2011 received
limited compatibility testing with this version of
ScanMail. The installation recommendation is to
uninstall Microsoft ForeFront prior to installing
ScanMail from Microsoft Small Business Server (SBS)
2011.

Mail Server Microsoft Exchange Server 2010 SP3 or above
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RESOURCE REQUIREMENTS

Web Server . Microsoft Internet Information Services (1IS) 8.0

Microsoft Internet Information Services (1IS) 7.5

Browser +  Microsoft™ Internet Explorer™ 7.0 or above

Mozilla Firefox™ 3.0 or above

MSXML 4.0 Service Pack 2 or above

NET framework 3.5 Service Pack 1 (for ScanMail server)

4.0 (for ScanMail installation package)

SQL Server Express Requirements

During an upgrade installation, ensure that you upgrade your current SQL
Server Express version as follows before running the setup program:

SQL Server Express 2005: Upgrade to SQL Server Express 2014 32-bit
SQL Server Express 2008: Upgrade to SQL Server Express 2014 64-bit

Cluster Installations

The following lists supported cluster environments:
Exchange Server 2016 with Database Availability Group (DAG) model
Exchange Server 2013 with Database Availability Group (DAG) model
Exchange Server 2010 with VERITAS Cluster 5.1 SP2
Exchange Server 2010 with Database Availability Group (DAG) model

ScanMail Integration with Trend Micro Products

You can optionally integrate ScanMail with other Trend Micro products. The
following table outlines the supported products and versions.
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TABLE 1-4. Integrated Trend Micro Product Support

TREND MICRO PRODUCT

SUPPORTED VERSIONS

Control Manager™

6.0 Service Pack 3 or above

7.0

Smart Protection Server

3.0 or above

OfficeScan Server Integrated Smart
Protection Server

Deep Discovery Advisor

2.92 or later

Deep Discovery Analyzer

5.0 or later

Conducting a Pilot Installation

The following section contains Trend Micro recommendations for installing
ScanMail. Read this section before you begin your installation.

Trend Micro recommends conducting a pilot deployment before performing
a full-scale deployment. A pilot deployment provides an opportunity to
gather feedback, determine how features work, and to discover the level of
support likely needed after full deployment.

To conduct a pilot installation, refer to the following:

« Step 1: Creating an Appropriate Test Site on page 1-7

«  Step 2: Preparing a Rollback Plan on page 1-8

«  Step 3: Executing and Evaluating Your Pilot Installation on page 1-9

Step 1: Creating an Appropriate Test Site

Create a test environment that matches your production environment as
closely as possible. The test server and production servers should share:

- The same operating system, Exchange version, service packs, and

patches
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The same Trend Micro and other third party software such as Trend
Micro™ Control Manager™, Trend Micro™ OfficeScan™, and Trend
Micro™ ServerProtect™

The same type of topology that would serve as an adequate
representation of your production environment

ﬁ Note

Evaluation versions of most Trend Micro products are available for download
from the Trend Micro website:

http:/www.trendmicro.com/download/

Step 2: Preparing a Rollback Plan
Trend Micro recommends creating a rollback recovery plan in case there are

issues with the setup process. This process should take into account local
corporate policies, as well as technical specifics.

Backing Up ScanMail Configurations

Before making any changes, back up ScanMail configurations.

Procedure

1. Stop ScanMail Master Service and SQL Server (SCANMAIL) Service on
the target server which has the database you want to backup.

2. Copy the database files. You may have one of the following set of files,
depending on your installation:

Conf.mdf, Log.mdf, and Report.mdf

ScanMail.mdf



http://www.trendmicro.com/download/
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Restoring ScanMail Configurations

Use the following procedures to restore ScanMail configurations if necessary.

Procedure

1. Stop the ScanMail Master Service and SQL Server (SCANMAIL) Service
on the target server which you want to restore the configurations to.

2. Delete Conf.mdf, Log.mdf, Report.mdf or ScanMail.mdf.
3. Replace the Conf.mdf, Log.mdf, Report.mdf or ScanMail.mdf.

4. Start SQL Server (SCANMAIL) Service and ScanMail Master Service.

Step 3: Executing and Evaluating Your Pilot Installation

Install and evaluate the pilot based on expectations regarding security
enforcement and network performance. Create a list of successes and issues
encountered throughout the pilot installation. Identify potential "pitfalls" and
plan accordingly for a successful installation.

Deployment Strategy

The ScanMail Setup program supports installation to a single or multiple
local server or remote servers.

When deploying and configuring ScanMail on your LAN segments consider:
The network traffic burden on your servers

Whether your network uses multiple mail servers and/or a bridgehead
server and back-end servers

Whether your enterprise network contains more than one Local Area
Network (LAN) segment
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Planning for Network Traffic

When planning for deployment, consider the network traffic and CPU load
that ScanMail will generate.

ScanMail generates network traffic when it does the following:

Connects to the Trend Micro ActiveUpdate server to check for and
download updated components

Sends alerts and notifications to administrators and other designated
recipients

ScanMail increases the burden on the CPU when it scans email messages.
ScanMail uses multi-threaded scanning which reduces the CPU burden.

Deploying ScanMail to Multiple Servers

If your network has only one Exchange server, deploying ScanMail is a
relatively simple task. Install ScanMail on the Exchange server and configure
it to optimize your messaging security.

If your company has multiple Exchange servers, deploying ScanMail can be
more complex. A popular strategy deploys one server as a front-end server
just behind the gateway and the rest of the mail servers as back-end servers.
Back-end servers are often installed to clusters to gain the benefit of failover
recovery. If your company uses this model, consider the points in Table 1-5:
Deploying ScanMail with Exchange Server on page 1-11 when you deploy
ScanMail.

Another strategy is to deploy ScanMail to an Exchange server in the network
demilitarized zone (DMZ). This increases the risks to which the servers are
exposed. When exposing Exchange servers to the Internet, SMTP trafficis a
major concern. Trend Micro recommends enabling SMTP scanning when
installing ScanMail on Exchange servers exposed to the Internet (this is the
default value). ScanMail scans SMTP traffic during real-time scanning.
Carefully consider your configurations and only depart from Trend Micro
default configurations when you understand the consequences.
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TABLE 1-5. Deploying ScanMail with Exchange Server

SERVER ROLE RECOMMENDATION

Edge Transport server: . Set Edge Transport servers to perform

. . real-time security risk scan.
No access to Active Directory

Set Edge Transport servers to update

XML-based routing through Trend Micro ActiveUpdate, and
Port 25 SMTP relay to regularly perform scheduled update

for protection against new security risks.

Decentralized management
Enable spam prevention features.

Information that defines configuration,
connectors, recipients, SMTP settings
and agent settings are files that are on
the server and are updated to the Edge
Transport server role periodically

Enable web reputation features.

Deploys in a standalone manner

There are two primary deployment
servers for the Edge Transport server
role: (1) In the organization's network
perimeter, directly facing the Internet, (2)
Behind a third-party mail server directly
facing the Internet
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SERVER ROLE

RECOMMENDATION

Hub Transport server 2010:

All transport components, such as
Categorizer, can be installed and
configured on hardware that is separate
from the Mailbox server roles or the
Public Folder server role

Intra-organizational server role for mail
transport in an organization and the
Internet

Centralized management

Has direct access to Active Directory
Handles all authentications

All routing is based on Active Directory

Uses Port 25 SMTP relay and message
relay

Can be load balanced

Set Hub Transport servers to perform
real-time security risk scan.

If there is an Edge server, set Hub server
to use the Edge server as the source of
updates. Otherwise set the Trend Micro
ActiveUpdate server as the source.

Enable Active Directory integrated
Attachment Blocking rules and Content
Filtering policies.

Mailbox server 2010:

Located within the local network, behind
the network perimeter and shielded from
the Internet

Hosts mailbox databases

Delivers and stores email messages to
client mailboxes on the Information
Store

Set Mailbox servers to use the Hub
Transport server as the source of
updates, which decreases overall
network traffic and reduces exposure to
the Internet.

Set Mailbox servers to perform security
risk scan with vigorous screening
options.

Regularly perform scheduled scans on
Exchange mailboxes to prevent security
risks from creeping in from unexpected
sources not covered in your
configurations.

Disable Attachment Blocking and
Content Filtering scans.
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SERVER ROLE

RECOMMENDATION

Mailbox server 2013 or 2016:

All transport components, such as
Categorizer, can be installed and
configured on hardware that is separate
from the Mailbox server roles or the
Public Folder server role

Intra-organizational server role for mail
transport in an organization and the
Internet

Centralized management

Has direct access to Active Directory
Handles all authentications

All routing is based on Active Directory

Uses Port 25 SMTP relay and message
relay

Can be load balanced

Located within the local network, behind
the network perimeter and shielded from
the Internet

Hosts mailbox databases

Delivers and stores email messages to
client mailboxes on the Information
Store

Set the servers to perform real-time
security risk scan.

If there is an Edge server, set this server
to use the Edge server as the source of
updates. Otherwise set the Trend Micro
ActiveUpdate server as the source.

Enable Active Directory integrated
Attachment Blocking rules and Content
Filtering policies.

Regularly perform scheduled scans on
Exchange mailboxes to prevent security
risks from creeping in from unexpected
sources not covered in your
configurations.

Deploying ScanMail to Multiple Local Area Network (LAN)
Segments

Large enterprises might have multiple Exchange servers on different LAN
segments separated by the Internet. In these cases, Trend Micro
recommends installing ScanMail on each LAN segment separately.




ScanMail™ for Microsoft™ Exchange 12.5 Installation and Upgrade Guide

ﬁ Note

ScanMail for Microsoft Exchange is designed to guard your Exchange mail servers.
ScanMail does not provide protection to non-Exchange mail servers, file
servers, desktops, or gateway devices. ScanMail protection is enhanced when
used together with other Trend Micro products such as Trend Micro
OfficeScan™ to protect your file servers and desktops, and Trend Micro
InterScan VirusWall™ or InterScan™ Messaging Security Suite to protect your
network perimeter.

Preparing to Install

To prepare for a smooth installation, preview the information in this section
and consult the pre-installation checklist. The installation process is the
same for all supported Windows server versions.

For complete protection, Trend Micro recommends that you install one copy
of Trend Micro ScanMail on each of your Microsoft Exchange servers. In
ScanMail, you can perform local and remote installations from one Setup
program. The local machine is the one on which the Setup program runs and
the remote machines are all other machines to which it installs ScanMail.
You can simultaneously install ScanMail on multiple servers. The only
requirements are that you integrate these servers into your network and
access them using an account with administrator privileges.

The following table displays the minimum privileges required for a ScanMail
fresh installation.

TABLE 1-6. Fresh Installation Minimum Privileges

EXCHANGE ROLE MINIMUM PRIVILEGES

Exchange Server 2013/2016 (Mailbox Server Local Administrator and Domain User

Roles) -
Exchange Organization Management group

Exchange Server 2010/2013/2016 (Edge Local Administrator
Transport Server Roles)
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EXCHANGE ROLE MINIMUM PRIVILEGES

Exchange Server 2010 (Hub/Mailbox/Cluster Local Administrator and Domain User
Roles)

Exchange Organization Management group

Configuration Exceptions When You Upgrade

When you upgrade from ScanMail 11.0 with Service Pack 1 to ScanMail 12.5,
the Setup program uses your previous settings during installation. However,
certain settings are not directly copied to ScanMail 12.5.

TABLE 1-7. Configuration Exception Settings

SETTING DESCRIPTION

Activation Code When you perform an upgrade, ScanMail always uses the new
activation code. If a new activation code is not submitted, the
original activation code is used.

Web Server ScanMail always uses new web server settings. Update web server
settings to use a new web server with HTTPs service. The previous
version of IIS site with HTTP service is discontinued.

Installing without Internet Information Services

ScanMail does not require the installation of Internet Information Services
(ITS) on your server. If you do not require the ScanMail management console
on your server, you can install ScanMail without the normal IIS requirement.

Procedure
1. Run cmd.exe.

2. Navigate to the Smex folder and type the following after the command
prompt:

setup /skipwebconsole
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3. Setup continues to the Welcome screen and the installation process
proceeds like a normal install. ScanMail does not check for IIS and does
not install the management console on this server.

Installing with a Remote SQL Server

ScanMail supports storing the ScanMail database on a remote SQL server
with fresh installs on supported versions of Exchange Server. Prepare a
remote SQL server before installing ScanMail.

ﬁ Note

ScanMail cannot automatically detect the remote SQL server. Manually
configure the remote SQL server settings during installation. If the settings are
not configured during installation, ScanMail installs the database on the local
SQL Server Express.

Procedure
1. Prepare a remote SQL server.

2. Create an account as a dbcreator role in the SQL instance where you
want to install ScanMail.

ﬁ Note

ScanMail supports both SQL server accounts and Windows accounts. If
you use a Windows account, the account requires the following privileges:

+  Local Administrator
- Exchange ApplicationImpersonation role

Exchange Organization Management group

To activate EUQ during installation, you must enable the domain
administrator privileges for the user account. You can disable the domain
administrator privileges for the account after completing the installation.
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3. During installation type the SQL server data source and SQL or Windows
account prepared in Step 2, on SQL Configuration screen.

ﬁ’ Note

When ScanMail is installed with a remote SQL server and connection to
the server is unavailable, ScanMail performs a database reconnect.
ScanMail logs the error to Windows Event Log and adds an entry every
hour the server is unavailable. When the server is unavailable, ScanMail
continues to scan messages and stores the log data on the local server.
ScanMail tries to reconnect to the database server every minute by default.
When connection to the database is recovered, another Windows Event
Log entry is added and ScanMail updates the database with the locally
stored data.

Trend Micro ScanMail for Microsoft Exchange Setup L
501 Configuration .
Configure SGL settings m" I?EIE E

(% install SQL Server 2014 Expressi

(" Specify an existing SGL server

S0L server data source: |

Authertication: |"."-.-'indn';;s Authentication J

User name: {Domain“User name)

Passward:

Database selection:

b C i R

Database name:

< Back Nexd = Cancel
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4. Click Next

The Check SQL Server Database screen appears.

Trend Micro ScanMail for Microsoft Exchange Setup £
Checking SQL Server Database... ﬁ ‘ TREND.
MI1ICRO

g Please wait while Setup checks SQL serven(s) for connection status

Computer Name S0L Server Name SQL Server connect status

[gLOCALHOST 10.64.70.174 Success
L4 m »
Success 1

Failed 0

< Back Mext = Cancel

5. Complete the rest of the installation process.

Additional Requirements for Installing Remotely with
Windows 2008 and 2012

This only applies to Windows Server 2008 R2 SP1, Windows Server 2012, and

Windows Server 2012 R2 operating systems when remotely installing
multiple Exchange servers.
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Prepare the following:
An account with the following privileges:

For Exchange Server 2013 / 2016 Mailbox or Exchange Server 2010
Hub/Mailbox:

Local Administrator

Domain User

Exchange Organization Management Group
Exchange Server 2013, 2016, or 2010 Edge Transport:

Local Administrator

ﬁ Note

If it is an account with domain user privileges, this account must have
local administrator privileges on each Exchange server.

Enable file sharing on Windows Firewall or disable Windows Firewall on
each Exchange server.

ﬁ Note

Trend Micro strongly recommends reverting to the original settings after
completing the installation.

Ensure that administrative shares are available on each Exchange server.

Procedure

1. Logon to the operating system with an account that has domain
administrator privileges and launch the ScanMail Setup program.

2. Specify the options on the following screens:

a. On the Select Target Server(s) screen of the installation process,
Add or Browse to add multiple target ScanMail servers that belong

to the same domain.
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Trend Micro ScanMail for Microsoft Exchange Setup =

Select Target Server(s)

Please specify the server(s) to install to. ”“ I?EE E'

Computer name:

[
e
@ PR p——

Add | Browse... |

Total server count: 1

Remove

< Back Next > | Cancel

b. On the Log On screen of the installation process, type the same
account that was used to log on to the operating system in Step 1.
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Trend Micro ScanMail for Microsoft Exchange Setup =
Log On .
Log on to target servers ”“ I?EE E'
Local Administratar, Domain user and Exchange Organization Management privileges are
required for ScanMail installation. Domain Administrator privileges are required for End User
Quarartine (ELUQ).
User name: | ool (Domain“ser name)
Password: |-~'~'~*-"*-"-~r
< Back Mexd = Cancel

c. On the Configure Shared/Target Directory screen of the
installation process, type the administrative shares such as ADMIN
$, C$, and DS.
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Trend Micro ScanMail for Microsoft Exchange Setup 28

Configure Shared/Target Directory u -
Please specify the shared directory and target directory. vy

A shared folder on the target server is used to store support files during installation.

Shared directory: |§

(% Default path: <Default Program Files Path>4Trend Micro'\Smex

(" Specify path: |C:"-.Prng|am Files"Trend MicroSmex

MNOTE: UNC path format is not supported.

< Back Net > Cancel

3. Complete the rest of the installation process.

Pre-installation Checklist

The following table outlines important items to note before proceeding with
a ScanMail installation.

TABLE 1-8. Pre-installation Checklist

ITEM NOTES
Minimum account . For Exchange Hub / Mailbox you need Local Administrator
privileges and Exchange Organization Management Group privileges.

However, you need to activate End User Quarantine later with
an account with Domain Administrator privileges

+  For Exchange Server Edge Transport you need Local
Administrator privileges.
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ITEM NOTES

Restart You do not need to stop Exchange services before installing or
restart them after a successful installation.

Registration Key and During installation, the Setup program prompts you to type an
Activation Code Activation Code. You can use the Registration Key that came with
ScanMail to obtain an Activation Code online from the Trend Micro
website. The Setup program provides a link to the Trend Micro
website. If you do not activate your product during registration,
you can do so at a later time from the product console. However,
until you activate ScanMail, ScanMail will only provide a limited
service.

Proxy server During installation, the Setup program prompts you to specify
proxy information. If a proxy server handles Internet traffic on your
network, you must type the proxy server information, your user
name, and your password to receive pattern file and scan engine
updates. If you leave the proxy information blank during
installation, you can configure it at a later time from the product
console.

CGI component On Windows Server 2008, 2012, and 2012 R2, install CGlI role
service before installing ScanMail. Add CGl role service from
Windows Server Manager > Add Roles > Web Server (1IS) > Add
Role services > Application development > CGlI.

SQL Server Express During an upgrade installation, ensure that you upgrade your
current SQL Server Express version to 2014 or later.

About Fresh Installations

Perform a fresh installation to install ScanMail for the first time. Before
beginning your installation, consult the pre-installation checklist (Pre-
installation Checklist on page 1-22).

ﬁ Note

The installation procedure is the same for all supported Windows versions.
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About Upgrading to ScanMail 12.5

Before beginning your installation, consult the pre-installation checklist
(Table 1-8: Pre-installation Checklist on page 1-22). To upgrade ScanMail, run
the Setup program.

ScanMail 12.5 supports upgrading from the following previous versions:
ScanMail 11.0 with Service Pack 1
ScanMail 12.0 with Service Packl

When upgrading, if ScanMail 12.5 has configuration settings similar to the
previous version, then the upgraded version maintains these customized
configurations. However, when there is no equivalent configuration setting,
ScanMail installs and uses the Trend Micro default configurations.

Upgrade Effect on Logs and Folders

Upgrading to this version of ScanMail has the following effects on logs and
folders:

Logs are retained and can be queried in the upgraded version.

Tip
Before upgrading, check the size of your log files. If the log file is very
large, Trend Micro recommends that you run maintenance using your

current version before you upgrade. This will greatly reduce the amount of
time required for upgrade.

The quarantine and backup folders are retained during upgrading.
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About Cluster Installations

Cluster Installation for Exchange Server 2010, 2013, and 2016

Installing ScanMail on Exchange 2010, 2013, or 2016 clusters with DAG is the
same as installing on a normal server. ScanMail does not automatically
install on all the DAG or VERITAS cluster nodes. ScanMail will only install on
the nodes that you configure on the Select Target Servers screen. Manually
add all the nodes of the DAG cluster to the target server on the Select Target
Server screen during installation.
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Chapter 2

Installing ScanMail with Exchange
Server 2010/2013/ 2016

Install ScanMail locally or remotely to one or more servers using one easy-to-
use Setup program.

Topics in this chapter:

Privileges Requirements on page 2-2

Installing with Exchange Server 2010/2013/2016 on page 2-3
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Privileges Requirements

The following table displays the privileges required for installing ScanMail
on Exchange 2013/2016/2019 with mailbox role.

TABLE 2-1. Privileges Required for Installing ScanMail on Exchange 2013/2016/2019 with

Mailbox Role

SCANMAIL DATABASE
OPTION

SETUP ACCOUNT
PRIVILEGES

DATABASE ACCESS ACCOUNT
PRIVILEGES

Local database

Local Administrator
Domain User

Exchange Organization
Management group

Activate End User Quarantine
setup account should be the
Domain Administrator
account.

N/A

Remote SQL Server with SQL
Windows Authentication

Local Administrator
Domain User

Exchange Organization
Management Group

Activate End User Quarantine
setup account should be
promoted as Domain
Administrator temporarily
during installation.

dbcreator role plus the
following privileges:

Local Admin

Exchange Organization
Management Group

Exchange Application
Impersonation role

Activate End User Quarantine
database access account
should be promoted as
Domain Administrator
temporarily during
installation.
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SCANMAIL DATABASE SETUP ACCOUNT DATABASE ACCESS ACCOUNT
OPTION PRIVILEGES PRIVILEGES
Remote SQL Server with SQL | « Local Administrator dbcreator role

Server Authentication .
Domain User

Exchange Organization
Management Group

Activate End User Quarantine
setup account should be the
Domain Administrator.

ﬁ Note

If you use Remote SQL Server with SQL Windows Authentication option, itis a
best practice to use the same domain account for Setup Account and Database
Access Account.

If you use Local database option or Remote SQL Server with SQL Server
Authentication option, ScanMail automatically adds the Exchange Application
Impersonation role to the Exchange Servers group during installation.

Installing with Exchange Server 2010/2013/2016

The following lists the steps to install ScanMail with Exchange Server
2010/2013/2016 Mailbox and Edge Servers.

ﬁ Note

This procedure is specifically written for Exchange 2016 servers. However, this
procedure applies to Exchange 2013 and 2010 servers as well.

Procedure

1. Obtain the Setup program:

a. Download ScanMail from the Trend Micro website.
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b. Unzip the file to a temporary directory.
¢c. Run setup.exe to install ScanMail.

The Welcome to Trend Micro ScanMail for Microsoft Exchange Setup
screen appears.

Trend Micro ScanMail for Microsoft Exchange Setup -

QJ I'.‘ EEE— Welcome to Trend Micro ScanMail for
. Microsoft Exchange Setup

Setup will install or uninstall ScanMail on your
computer(s). Click Mext to continue or Cancel to
et

WARNING: This program is protected by copyright
laws and intemiational treaties

(x:/:l Congratulations! Your system is ready for
installation.

Mext > | ‘ Cancel

2. Click Next to continue the installation.
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3.

The License Agreement screen appears.

Trend Micro ScanMail for Microsoft Exchange Setup X
License Agreement
Please read the following license agreement carefully. @ I? E ';'I E‘

IMPORTANT: READ CARFFULLY. LICENSEPURCHASETUSE OF TREND ~
MICRO SOFTWARE AND APPLIANCES BY BUSINESS, GOVERNMENTAL,
AND OTHER LEGAL ENTITIES IS SUBJECT TO THE FOLLOWING LEGAL
TERMS AND CONDITIONS. A DIFFERENT TREND MICRO AGREEMENT
GOVEENS THE LICENSEPURCHASETUSE OF TREND MICRO PRODUCTS
THAT ARE PUBLISHED BY TREND MICRO FOR PERSONAL USE, HOME USE,
ANDVOR CONSUMER USE.

TREND MICRO GLOBAL BUSINESS SOFTWARE AND/OR
APPLIANCE AGREEMENT

{* | accept the temms in the license agreement

" | do not accept the terms in the license agreement

Mext > Cancel

Click I accept the terms in the license agreement to agree to the terms
of the agreement and continue installation. Click Next to continue.

ﬁ Note

If you do not accept the terms, click I do not accept the terms in the
license agreement. This terminates the installation without modifying
your operating system.
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The Select an Action screen appears.

Trend Micro ScanMail for Microsoft Exchange Setup X

Select an Action -
Install, upgrade, or uninstall the program. h-“ I?EIE E'

{* Perform a fresh installation of ScanMail for Microsoft Exchange 12.5
" Upgrade from a previous version
" Uninstall

WARNING: Installation will close all Microsoft Management Consoles on the tanget
computer.

« Back MNext > Cancel

4. Select an action.

a. Select Perform a fresh installation of ScanMail for Microsoft
Exchange 12.5 to perform a fresh install.

b. Select Upgrade from a previous version to upgrade an existing
version of ScanMail. For more information about upgrading, see
About Upgrading to ScanMail 12.5 on page 1-24.

c. Click Next to continue.
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The Server Version Selection screen appears.

Trend Micro ScanMail for Microsoft Exchange Setup X

Server Version Selection -
Flease specify the server version to which you want ta install ScanMail. h—" I?EIE E'

* Exchange Server 2013 / 2016
* Mailbox Servers

" Edge Transport Server

" Exchange Server 2010
S

l.-h

« Back MNext > Cancel

5. Select the type of Exchange Server 2010 / 2013 / 2016 you want to install
ScanMail on (Mailbox Servers or Edge Transport Server) and click Next
to continue.
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The Select Target Server(s) screen appears.

Trend Micro ScanMail for Microsoft Exchange Setup 28
Select Target Server(s) -
Flease specify the serverfs) to install to. ”*“ I?E': E'
Computer name:
]| Add | Browse... |
[User typed]

Total server count: 1 Remove

< Back Net > Cancel |

6. Select the computers to which you want to install ScanMail.
a. Perform one of the following:

«  Type the name of the server to which you want to install in the
Computer name field and click Add to add the computers to
the list of servers.

«  Click Browse and browse the computers that are available on
your network, then double-click the domain or computers you
want to add to the list.

. Click Remove to remove a server from the list.

b. Click Next to save your list of target servers and continue the
installation.
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The Log On screen appears.

Trend Micro ScanMail for Microsoft Exchange Setup ES
Log On ;
Log on to target servers ”_J I?E—"\: E.

Local Administrator, Domain user and Exchange Organization Management privileges are
required for ScanMail installation. Domain Administrator privileges are required for End User
Quarantine (EUQ).

User name: | (Domain*User name)
Password:

< Back | Jent Cancel

ﬁ’ Note

The Setup program can install ScanMail to a number of single servers or to
all the computers in a domain. Use an account with the appropriate
privileges to access every target server. This version of ScanMail supports
IPv6.

7. Logon to the target servers where you want to install ScanMail. Type the
user name and password to log on to the target server to install
ScanMail. Click Next to continue.
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8.

ﬁ Note

Depending on the Exchange server role, ScanMail requires the following
privileges:

«  Mailbox Server: Local Administrator, Domain end user and Exchange
Organization Management

- Edge Transport Server: Local Administrator

The Configure Shared/Target Directory screen appears.

Trend Micro ScanMail for Microsoft Exchange Setup 28

Configure Shared/Target Directory .
Please specify the shared directory and target directory. ”-“ I?E': E'

A shared folder on the target server is used to store support files during installation.

Shared directory: E

{* Default path: «<Default Program Files Path\Trend Micro'\Smesx

(" Specify path: |C:"-.Pn:|gram Files"Trend MicroSmex

MNOTE: UNC path format is not supported.

< Back Net > Cancel |

Type the directory share name for which the specified user has access
rights or keep the default temporary share directory, C$. The Setup
program uses the shared directory to copy temporary files during
installation and is only accessible to the administrator. Select Default
path or Specify path and type the directory path on the target server
where you will install ScanMail. Click Next to continue.
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The Web Server Information screen appears.

Trend Micro ScanMail for Microsoft Exchange Setup X

Web Server Information .
Please specify Web server information. h-“ I?EIE E'

Microsoft Intemet Information Services 7.0 or above ‘u"n'h..ld Web Site -

-Web Management Console Settings

M Enable 551
Certificate validity: 3 yean(s)
SSL Port: 16373

NOTE: Microsoft Intemet Information Services (115) must be installed before installing
ScanMail

« Back MNext > Cancel

9. Select Default Web Site for IIS or Virtual Web Site. Next to Port number
type the port to use as a listening port for this server. Click Next to
continue.

ﬁ’ Note

The SSL for Web Management Console cannot be disabled.
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The Target Server System Requirements Checking screen appears.

Trend Micro ScanMail for Microsoft Exchange Setup L

Tamget Server System Requirements Checking a ' TREND
J‘l\l I1C RO

‘JEI' Please wait while Setup checks the target serveris) for system requirements .

Computer Name Exchange Server | Role ™ Status
@LOC.%LHOST Analyzing. .. Analyzing...  Analyzing...
< m >
Passed for frash install “CA =Client Access UM = Unified Messaging
Failed: HT = Hub Transport  ET = Edae Transport
aled: MBX = Mailbox

10. Review the settings. Click Next.
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The SQL Configuration screen appears.

Trend Micro ScanMail for Microsoft Exchange Setup 28
5QL Configuration -
Configure SGL settings ”--“ I?E': E'

& fnstall SGL Server 2014 Express:

" Specify an existing SQL server

SGL server data source:

Authentication: Windows Authentication

User name: (Domain'/User name)
Password:

Database selection: =

ol

Database name:

< Back Net > Cancel

11. Select one of the following:

- Select Install SQL Server 2014 Express to install SQL Server 2014
Express on the local computer.

- Select Specify an existing SQL server to use an existing database
server. Type the SQL server data source, user name, and password.

ﬁ’ Note

Using a centralized SQL server for ScanMail data storage increases
the risk of a single point of failure and reduction in performance.
Ensure that steps are taken for a high availability remote SQL server.

12. Click Next.
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The Checking SQL Server Database screen appears.

Trend Micro ScanMail for Microsoft Exchange Setup &z
Checking SQL Server Database...

g Flease wait while Setup checks SQL server(s) for connection status

Computer Name QL Server Nome 150l Server connect status
@LOC.%LHOST R Checking...
< | m >
Success
Failed
< Back | Cancel

13. Click Next to continue.
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The Connection Settings screen appears.

Trend Micro ScanMail for Microsoft Exchange Setup &z
Connection Settings .
Specify connection settings. ”“ I?EE E'

ScanMail will use proxy settings during product activation and component download.

Prooey type: * HTTP (" SOCKS5S
Address: |
Port: IED

Authentication (optional) User name: |

Password: |

< Back Net > Cancel |

14. If a proxy server handles Internet traffic on your network, select Use a
proxy server and then type the proxy hostname or address and port
number that your proxy uses. By default, the proxy server is disabled. If
you want to use SOCKS 5 for secure communication behind the proxy,
select SOCKS 5. If your proxy requires authentication, type the user
name and password used for authentication. Click Next to continue.
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The Product Activation screen appears.

Trend Micro ScanMail for Microsoft Exchange Setup &z
Product Activation -
Activate your product to enable scanning and updates. ”“ I?EE E'

You must activate ScanMail to enable scanning and security updates

Register Online (To obtain an Activation Code, register the product
online using your Registration Key )

Activation Code: ||

{ SOOI )

< Back Net > Cancel

15. Type the activation code.

ﬁ Note

You can copy an Activation Code and paste it in the input field of the
Activation Code on this screen.

16. Click Next.

- During a fresh installation, the Spam Prevention Settings screen
appears.

17. Read the statement and click Yes to enroll. If you decline to participate,
you can still proceed with the installation. Click Next to continue.

18. For upgrade installations, skip to step 17. On the Spam Prevention
Settings screen, perform the following tasks:
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Trend Micro ScanMail for Microsoft Exchange Setup £

Spam Prevention Settings .
Select a Spam Prevention method. m“‘ I?EE E

{* integrate with Outlook Junk E-mail;
~

=

=

i Spam Mail
14
NOTE: ScanMail for Microsoft Exchange 12.5 does not support "Integrate with End

User Qurantine” when all the installed servers are Bxchange Server 2016. Also,
"Integrate with End User Quarantine” is disabled.

< Back Mend = Cancel

a. Select one of the following folder options for storing ScanMail
detected spam messages:
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\
Trend Micro recommends that administrators who want to use the
End User Quarantine feature activate the feature during installation.
Trend Micro does not recommend using End User Quarantine in the

following environments:

The Exchange Mailbox server role is installed on a domain
controller

The Exchange Client Access server role is installed on a domain
controller (even if the Mailbox server role is installed on a
member server)

«  Select Integrate with Outlook Junk E-mail to send all ScanMail
detected spam messages to the Junk E-mail folder in Outlook.

+  Select Integrate with End User Quarantine to create a
ScanMail Spam Folder in Outlook.

Important

End User Quarantine is not supported on Exchange Server 2016.

i.  Select Activate End User Quarantine to create the spam
folder during the installation process.

ii. Select to use the default spam folder name or specify a new
name for the spam folder.

iii. Specify the Number of days to keep spam messages.

b. Click Next to continue.

ﬁ’ Note

End User Quarantine (EUQ) is not supported with Microsoft Outlook on
Exchange Mailbox Server or Combo Server roles.
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The Control Manager Server Settings screen appears.

Trend Micro ScanMail for Microsoft Exchange Setup &z
Control Manager Server Settings -
Specify Control Manager Server Settings. ”“ I?EE E

[V Register ScanMail to Control Manager:

Control Manager Server Settings

Server Address: l

Port: ’4-437 Iv¥ Connect using HTTPS

™ Uses a proxy serverto connect to CM server oy Server Settings
Web Server Authentication

User Name: Password:

< Back Net > Cancel |

19. Specify the Control Manager server settings and specify the proxy server
settings if you use a proxy server between your ScanMail server and
Control Manager server. Click Next to continue.
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The Management Group Selection screen appears.

Trend Micro ScanMail for Microsoft Exchange Setup X
Management Group Selection _—
Select an Active Directory group far ScanMail management . h—" I?EIE E'

This allow users in the group permissions to manage the product.

{* Specify an Active Directory Group

Domain: |

Group: |

Description: |

" Skip now and specify later

Cancel

20. On the Management Group Selection screen:

a. Configure an Active Directory Group to have ScanMail management
privileges by:

+  Clicking Specify an Active Directory Group.

- Selecting Skip now and specify later to configure this feature
after installation.

b. Click Next to continue.
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The Review Settings screen appears.

Trend Micro ScanMail for Microsoft Exchange Setup £t

Review Settings Y
Please review and confim all settings. ”“ I?EIE E'

The following information is used during installation / uninstallation:

Target Serven(s) list: ~
LOCALHOST

Destination Directary:
Use default destination directory

Web Server:

Server Type: IS

SSL Port Mumber: 16373

S5L Certificate Valid Period: 3 years

SQL Server data source:

v pdate pattem files when installation is complete

MNOTE: Trend Micro highty recommends disabling the buitt-in anti-malware protection available
in Exchange Server 2013 / 2016,

< Back Mesd = Cancel

21. Review your settings and select the Update pattern files when
installation is complete check box if you want to update pattern files
immediately after installation. Click Next to continue.
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The Installation Progress screen appears.

Trend Micro ScanMail for Microsoft Exchange Setup &z
Installation Progress

Please wait while the installation completes. This may take a few minutes.
Elapsed time: 00:08:53

Status: -

Installation in progress: 1  server

Installation successfully completedon: 0 server

Installation failed on: 0 server View details

22. Click View details to display a list of each computer to which you are
installing ScanMail and the status of each computer. Click Next when
the installation completes.




Installing ScanMail with Exchange Server 2010 /2013 / 2016

The Installation Complete screen appears.

Trend Micro ScanMail for Microsoft Exchange Setup X

Installation Complete .
), TREND.

Setup successfully instaled ScanMail.

23. This screen informs you that the installation was successful. Click Finish
to exit the Setup program and the Readme file displays.
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Chapter 3

Upgrading ScanMail with Exchange
2010/ 2013/ 2016 Servers

Install ScanMail locally or remotely to one or more servers using one easy-to-
use Setup program.

Topics in this chapter:

Supported Exchange Platforms for ScanMail Upgrade on page 3-2

Upgrading ScanMail on Exchange 2010/2013/2016 Servers on page 3-2
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Supported Exchange Platforms for ScanMail
Upgrade
The following table shows the supported Exchange platforms for ScanMail
upgrade.

TABLE 3-1. Supported Exchange Platforms for ScanMail Upgrade

PLATFORMS UPGRADE FROM

Exchange Server 2016 or later ScanMail 12.0 Service Pack 1 or later

Exchange Server 2013 Service Pack 1 or | ScanMail 12.0 Service Pack 1 or later / ScanMail 11.0
later Service Pack 1 or later

Exchange Server 2010 Service Pack 3 or | ScanMail 12.0 Service Pack 1 or later / ScanMail 11.0
later Service Pack 1 or later

Upgrading ScanMail on Exchange 2010/2013/2016
Servers

The following lists the steps to install ScanMail with Exchange Server
2010/2013/2016.

ﬁ Note

This procedure is specifically written for Exchange 2010 servers. However, this
procedure applies to Exchange 2013 and 2016 servers as well.

Procedure
1. Obtain the Setup program:
a. Download ScanMail from the Trend Micro website.

b. Unzip the file to a temporary directory.
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c. Run setup.exe to install ScanMail.

The Welcome to Trend Micro ScanMail for Microsoft Exchange Setup
screen appears.

Trend Micro ScanMail for Microsoft Exchange Setup Ei

”) I’?EEE— Welcome to Trend Micro ScanMail for
- Microsoft Exchange Setup

Setup will inztall or uninstall Scankdail on wour
carmputer(s]. Click Mext to continue ar Cancel ta
ik

WARMNIMG: Thiz program iz protected by copyright
laves and international treaties

({’:l Congratulationz! ¥'our spztem is ready for
installation.

MHest » || Cancel

2. Click Next to continue the installation.
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The License Agreement screen appears.

Trend Micro ScanMail for Microsoft Exchange Setup

License Agreement , TREND
Fleaze read the following license agreement carefully. J MIicRO

MPORTANT: EREAD CAREFULLY. LICENSEPURCHASETUSE OF TREND &
MICREO SOFTWARE AND APPLIANCES BY BUSINESS, GOVERNMENTAL,
AND OTHEE LEGAL ENTITIES IS SUBJECT TO THE FOLLOWING LEGAL
TERMS AND CONDITIONS. A DIFFERENT TREND MICEO AGEFEEMENT
GOVERNS THE LICENSEPURCHASEUSE OF TREND MICEQ FRODUCTS
T